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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

[1]
3GPP TS 33.501: Security Architecture and Procedures for 5G System

3
Rationale

This contribution makes modifications on clause number of Annex A. There are two clause A.11. The second clause A.11 is modified to A.12 and the following clause numbers are modified accordingly. The context which refers to the Annex A is also modified according to the modified clause number. 
4
Detailed proposal

*************** Start of Change 1 ****************
A.11
KgNB* derivation function

When deriving a KgNB* from current KgNB or from fresh NH and the target physical cell ID in the UE and gNB as specified in clause 8.3.1.1.1 for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??

-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)

-
P1 = ARFCN-DL (target physical cell downlink frequency)

-
L1 = length of ARFCN-DL

The input key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit KgNB.

A.12
KN3IWF derivation function

When deriving a KN3IWF from KAMF in the UE and the AMF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??

-
P0 = Uplink NAS COUNT

-
L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

The input key shall be the 256-bit KAMF.

A.13
<Kng-eNB>* derivation function

When deriving a <Kng-eNB>* from current <KgNB> or from fresh NH and the target physical cell ID in the UE and ng-eNB as specified in Clause 8.3 for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x<TBD>

-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)

-
P1 = EARFCN-DL (target physical cell downlink frequency)

-
L1 = length of EARFCN-DL (i.e. 0x00 0x03)

The input key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit <KgNB>.

Editor's Note: The use of Kng-eNB* need to be defined.

A.14
KAMF to K'AMF derivation in mobility

Derivation of K'AMF from KAMF during mobility shall use the following input parameters.

-
FC = 0x??

-
P0 = <INPUT>

-
L0 = length of <INPUT> 

The input key shall be KAMF.

Editor's Note: It is FFS whether to assign separate FC values or to use additional separator (e.g., TYPE input) for handover and mobility registration update.

A.15
KAMF to K'ASME derivation for interworking

A.15.1
Idle mode mobility

This input string is used when there is a need to derive K'ASME from KAMF during mapping of security contexts from 4G to 5G at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.

A.15.2
Handover

This input string is used when there is a need to derive K'ASME from KAMF during mapping of security contexts from 4G to 5G at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.

A.16
KASME to K'AMF derivation for interworking

A.16.1
Idle mode mobility

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from 5G to 4G at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

A.16.2
Handover

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from 5G to 4G at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

*************** End of Change 1 ****************
*************** Start of Change 2 ****************
6.2.3.2
Key identification

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.2, which is about key identification. It is FFS whether the text in this subclause should be limited to key set identification parameters sent over interfaces, e.g. eKSI over NAS for identifying a NAS security context or NCC over RRC for identifying an NH key. 

Editor’s Note: Whether KAUSF and KSEAF need to be identified is ffs.

The key KAMF shall be identified by the key set identifier ngKSI. ngKSI may be either of type native or of type mapped . An ngKSI shall be stored in the UE and the AMF together with KAMF and the temporary identifier 5G-GUTI, if available. 

NOTE 1:
The 5G-GUTI points to the AMF where the KAMF is stored.

A native ngKSI is associated with the KAMF derived during primary authentication. It is allocated by the SEAF and sent with the authentication request message to the UE where it is stored together with the KAMF. The purpose of the ngKSI is to make it possible for the UE and the AMF to identify a native security context without invoking the authentication procedure. This is used to allow re-use of the native security context during subsequent connection set-ups.

A mapped ngKSI is associated with the KAMF derived from EPS keys during interworking, cf. clause 8 of the present specification. It is generated in both the UE and the AMF respectively when deriving the mapped KAMF when moving from EPS to 5GS. The mapped ngKSI is stored together with the mapped KAMF.

The purpose of the mapped ngKSI is to make it possible for the UE and the AMF to indicate the use of the mapped KAMF in interworking procedures (for details cf. clause 8).

The format of ngKSI shall allow a recipient of such a parameter to distinguish whether the parameter is of type native or of type mapped. The format shall contain a type field and a value field. The type field indicates the type of the key set. The value field consists of three bits where seven values, excluding the value '111', are used to identify the key set. The value '111' is reserved to be used by the UE to indicate that a valid KAMF is not available for use. The format of ngKSI is described in [35]

KNASenc and KNASint in the key hierarchy specified in clause 6.2.1, which are derived from KAMF, can be uniquely identified by ngKSI together with those parameters from the set {algorithm distinguisher, algorithm identifier}, which are used to derive these keys from KAMF.

The KN3IWF can be uniquely determined by ngKSI together with the uplink NAS COUNT are used to derive it according to Annex A.12. 

The initial KgNB can be uniquely determined by ngKSI, together with the uplink NAS COUNT are used to derive it according to Annex A.9. 

The intermediate key NH as defined in clause 6.9.4.1.1 can be uniquely determined by ngKSI, together with the initial KgNB derived from the current 5G NAS security context for use during the ongoing CM-CONNECTED state and a counter counting how many NH-derivations have already been performed from this initial KgNB according to Annex A.10. The next hop chaining count, NCC, represents the 3 least significant bits of this counter. 

Intermediate key KgNB*, as well as non-initial KgNB, defined in clause 6.9.4.1.1 can be uniquely identified by ngKSI together with those parameters from the set {KgNB or NH, sequence of PCIs and ARFCN-DLs}, which are used to derive these keys from KgNB or NH. 

KRRCint, KRRCenc, KUPint, and KUPenc in the key hierarchy specified in clause 6.2.1 can be uniquely identified by ngKSI together with those parameters from the set {algorithm distinguisher, algorithm identifier}, which are used to derive these keys from KgNB.

NOTE 2:
In addition to 5G security contexts, the UE may also cache EPS security contexts. These EPS security contexts are identified by the eKSI, as defined in TS 33.401 [10].

*************** End of Change 2 ****************
*************** Start of Change 3 ****************
8.6.1
Mapping of a 5G security context to an EPS security context

The derivation of a mapped EPS security context from a 5G security context is done as described below:

-
The K'ASME key, taken as the KASME, shall be derived from the KAMF using the current NAS Uplink COUNT value in idle mode mobility or the NAS Downlink COUNT value in handovers as described in Annex A15. 

-
The eKSI for the newly derived KASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context.

NOTE:
Whenever an algorithm change is required, the target MME initiates an NAS SMC to select other algorithms as described in TS 33.401 [10].

8.6.2
Mapping of an EPS security context to a 5G security context

The derivation of a mapped 5G security context from an EPS security is done as described below.

-
The K'AMF key, taken as the KAMF, shall be derived from the KASME using the current NAS Uplink COUNT in idle mode mobility or the NAS Downlink COUNT value in handovers as described in Annex A16. 

Editor’s Note: It is FFS whether KAMF derivation can use NH value as a freshness parameter instead of the NAS Downlink COUNT in handover. If NH is used as a freshness parameter, clause A15 needs to be updated accordingly.

-
The ngKSI for the newly derived KAMF key shall be defined such as the value field is taken from the eKSI and the type field is set to indicate a mapped security context.

NOTE:
Whenever an algorithm change is required, the target AMF initiates a NAS SMC to select other algorithms as described in <TBD>.

*************** End of Change 3 ****************
